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Security, Wellness and You
Guarding Your Personal Information Online

Protecting one’s personal information online is key to reducing 
the risk of identity theft. While it is difficult to ensure that every 
pathway is locked down, there are steps each of us can take to 
greatly reduce our exposures. There are two main aspects each 
person should take inventory of and safeguard: Are you keeping 
your information secure online? Do you have a system in place 
to maintain appropriate security on your computers, electronic 
devices, and online accounts? With some extra attention 
given to these three areas, you will reduce the chance of your 
information being taken.

Keeping Your Personal Information Safe Online
Be alert to impersonators. Make sure any financial information 

is not given out over the phone, through the mail or the internet, 
unless you are the one who has initiated contact and you are 
certain you are dealing with a legitimate and secure site or 
representative. Be aware of phishing schemes. If an email or 
message from a company claiming to have an account with you 
requests personal information, do not click on any of their links. 
Instead, type the company name into your web browser,  
go to their site, and contact them through customer service. 
Or, call the customer service number listed on your account 
statement. Ask whether the company really sent a request  
and go from there.

To guard your online transactions use encryption software. 
It will scramble the information you send over the internet to 
make it more difficult to intercept. Look for the small lock icon in 
the address bar of your browser to signal that it is a safe and 
encrypted site. Use strong passwords, substitute numbers for 
words or letters, use alternate characters, and do not include 
familiar names, places or numbers. Do not use the same 
password on any of your financial accounts. Do not use any 
of those passwords again on social media accounts, shopping 
sites, or online organizations. This way if one is compromised 
they all are not. Do not overshare on social media. Never post 
your full name, Social Security number, address, phone number 
or account number in publicly accessible sites.

Consider using fake answers to “challenge questions” to add 
another layer of security, so that an identity thief cannot use the 
“forgot password” option and work their way into your accounts.

Securing Your Devices
Most people now use one or more “smart” devices. This may 

just be your phone or home computer. However, it could also 
be everything from your refrigerator to your humidifier to every 
electric outlet in your home. You are likely connected to the 
internet or “Internet of Things” in one way or another.

Make sure that you are using them as safely as possible.  
On your tablets, laptops and computers: install anti-virus 
software, anti-spyware, and a firewall. If you have a wireless 
network set up in your home, you will want to make sure its 
password is strong and that you set its security options as well. 
Be smart about connecting to other wireless networks. If they 
are publicly accessible and not password protected, they are 
not necessarily secure. Keep financial information in your laptop 
only when necessary and do not use an automatic login feature 
that saves your username and password. This way your laptop 
will be locked and if stolen, will be more difficult to access. 
Finally, with each of your devices and each new online account 
you should receive a privacy policy. They can be lengthy and 
complex, but they do tell you how accuracy, access, security 
and control of information are handled by that company. If you 
don’t see or understand a site’s privacy policy, consider doing 
business elsewhere.

By keeping your personal information safe online and making 
sure any of your connected devices are secure, you will be more 
protected against the possibility of identity theft.
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Annual Meeting of the Membership
The Annual Meeting of the Membership will be held 

Wednesday, April 10, 2019 at 5:30 p.m. at AltaOne’s 
Corporate office, 701 S. China Lake Blvd., in Ridgecrest.



Regular Shares/
Savings 

Dividend
Rate

Annual Percentage
Yield

Under $1,000 .10%* .10%*
$1,000-$4,999 .10%* .10%*
$5,000-$9,999 .10%* .10%*
$10,000-$49,999 .10%* .10%*
Over $50,000 .10%* .10%*
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Declared Dividends
*As of the last dividend declaration date March 31, 2019 
for the quarter ending March 31, 2019. Savings: $25 
minimum balance to open and maintain account. Dividends 
calculated daily, compounded and paid quarterly.
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Protect Your Information in Online Banking
Online banking with AltaOne is far more secure than 1-2-3! In fact, its multi-level 

userauthenticated, securely encrypted, and actively monitored by an information security system 
with your privacy and information protection as the foremost priority.

Here are just a few of the safeguards in place to help ensure your personal security when 
visiting us online:

1. OUR PRIVACY POLICIES
Our entire staff is dedicated to protecting your personal privacy. We have stringent privacy policies 
in place, safeguards to deny even internal account access for unauthorized users, and we have 
instituted measures to assure that they are strictly observed. Your online account gives you a direct 
window into near real-time account activity so that you may transact, monitor, or balance your 
accounts from the comfort of your home computer or smartphone app.

2. ENCRYPTION SOFTWARE
Our “encryption software” scrambles messages between two parties (you and AltaOne.org), and this 
“scrambling” protects your account information so it can’t be intercepted and read by a third party. 
We keep this up-to-date and monitor for any unusual occurrences in order to be diligent about our 
online banking security.

3. YOUR PASSWORD
We’ll ask you to develop a secret password that only you will know. Using enhanced login security 
protects your accounts from unauthorized access. It identifies you as the true “owner” of your 
accounts by recognizing not only your password but your computer as well. If we don’t recognize 
your computer – you’ve logged in from a public computer or one you haven’t used before- we’ll verify 
that you are in-fact the person trying to access your account by contacting you via the method that 
you have provided. With enhanced login security, you’ll be protected regardless of which computer 
you are using, whether you’re at home or on the go.

It’s really that simple. With just a few steps to set it up, and an entire credit union dedicated to 
safeguarding your account, online banking with AltaOne is an easy, time-saving, reliable, and 
secure way to take AltaOne with you through your day.

Warning About Credit Card Scammers
The Daily Independent, Ridgecrest, CA. (Feb. 26, 2019)
A recent article from the Ridgecrest Police Department offered suggestions to avoid being a 

victim of fraud and/or theft:
1. Look before you insert your card. Does anything look different than what you’re used to seeing? 

The keyboard might look different, or the keys could look bigger.
2. Is the seal broken? To place a skimmer inside a fuel pump, criminals must open the fuel dispenser 

door to insert the skimmer. Station employees may place serial- numbered security tape across the 
dispenser door, so check to see if the tape has been broken. If there’s no tape, check to see if the 
dispenser door looks as though it has been forced open. Look inside the throat of the card reader to 
see if you can spot anything hidden there.

3 Use your fingers. If something doesn’t feel right, move on. Wiggle the ATM card reader to see if 
it’s loose. Is there a card reader on top of the existing one? Be wary if it’s hard to insert your card.

4 Phone apps can alert you to skimmers. They scan for available Bluetooth connections. Thieves 
have begun to use Bluetooth technology to get your card information. The crime is called blue skim-
ming, and the criminals can sit 100 yards away in their vehicle while card information is transmitted 
to their laptops.

5 Use common sense. Use fuel pumps in safe places. Avoid gas pumps that are out of sight of the 
clerk. Always cover the keyboard when you type. If using a debit card at the pump, choose to run it 
as a credit card instead of entering a PIN number. There might be a new cardboard box containing 
literature next to the ATM, which crooks set up to conceal a pinhole camera. They use the camera to 
record you as you key in your PIN.

6 Monitor bank and credit card accounts regularly to spot any unauthorized charges. Anyone 
who has questions or is a victim of fraud or theft is asked to contact their local law enforcement agency.


